CYBER SECURTTY AWARENESS




PURPOSE OF PRESENTATION

The objective of this presentation 1is to show various
cybersecurity threats and resources in order to mitigate or
reduce 1ts occurrence 1in society.

The purpose of this presentation is to show you resources on
how to train in order defend yourself in cyberspace.

Resources will be presented on how to pursue a career 1in
cyberspace and access to free software that will protect you
from these attacks.
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[DEAS

It is a good idea to incorporate the young in the fight for
cyber security.

Cyber-security 1is security it means defending yourself 1in
cyberspace and educating others about the topic.
Eliminating ignorance about illegal activity online will
help reduce these types of attacks by establishing an
awareness.

An ounce of avoidance 1is a pound of cure.



CYBERSECURTTY MOTIVATIONAL SPEECH FOR HIGH SCHOOL
STUDENTS (CLICK TMAGE TO ACCESS VIDEO)



https://www.bing.com/videos/search?q=cybersecurity+for+teens&&view=detail&mid=BBD606484F272737E78CBBD606484F272737E78C&&FORM=VRDGAR&ru=%2Fvideos%2Fsearch%3Fq%3Dcybersecurity%2520for%2520teens%26qs%3Dn%26form%3DQBVR%26sp%3D-1%26pq%3Dcybersecurity%2520for%2520teen%26sc%3D5-22%26sk%3D%26cvid%3DCB4E81C38E9D42068C0546F3091562BD

e Ahoneypot is a computer or computer system intended to mimic likely targets of
cyberattacks. It can be used to detect attacks or deflect them from a legitimate target. It
can also be used to gain information about how cybercriminals operate.

How do honeypots work?

If you, for instance, were in charge of IT security for a bank, you might set up a honeypot
system that, to outsiders, looks like the bank’s network. The same goes for those in charge of
— or researching — other types of secure, internet-connected systems.

By monitoring traffic to such systems, you can better understand where cybercriminals are
coming from, how they operate, and what they want. More importantly, you can determine
which security measures you have in place are working — and which ones may need
improvement. Please click the image for a honey pot video



http://www.youtube.com/watch?v=gtk2qphHKmA

HONEYNET

Honeynet and DMZ



http://www.youtube.com/watch?v=FihkG72z7MQ

SECURTTY OPERATIONS
CENTER

It is important to create a
security operations center
for local businesses to
communicate network attacks
to government and to be
compliant with laws rules
and international
regulations when handling
government, business, and
patient information.
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http://www.youtube.com/watch?v=S5bIhaZOSys
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http://www.youtube.com/watch?v=GbFtSDnPZBQ

WHAT IS
(YBERSECURLTY AND

WRY SROULD WE BE
AWARE OF THREATS IN
(YBERSPACE!
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TYPES OF CYBER ATTACKS

e Business email
compromise

e Malware

e Phishing

e Man 1in the Middle
Attack

e Denial of Service/
Distributed Denial of
Service

e SQL Injection

e Zero-Day Exploit

e Cross Site Scripting
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Business Email Compromise (BEC)
is a cyberattack involving the
hacking, spoofing, or impersonation
of a business email address. The
victim of a BEC attack receives an
email that appears to come from a
trusted business. The email looks
and feels genuine. But it typically
contains a phishing link, a malicious
attachment, or a request to transfer
money to the attacker.

WHAT IS BUSINESS EMAIL COMPROMISE?

ILLEGAL
ACCESS

Criminals gain entry to a
victim's devices or systems
- through hacking, phishing

websites, malware - then

SOCIAL
ENGINEERING

Criminals can target

their victims based on
information they share on
social media platforms.

URGENT
REQUEST

The criminal impersonates
a supplier requesting an
urgent payment or change
to banking details, or a
senior employee in the
company with authority to
authorize payments.

BECareful

INTERPOL




BUSINESS EMAIL
COMPRPM'SE

A New Age of De


https://youtu.be/KVvwmWaEU3c

A malware attack is a common
cyberattack where malware (normally
malicious software) executes
unauthorized actions on the victim's

system. The malicious software (a.k.a.

virus) encompasses many specific
types of attacks such as ransomware,
spyware, command and control, and
more.

5 Stages of a Malware Attack

Exfiltration
and Corruption

q Initial Command Lateral
Reconnaissance  compromise and Control Movement

Attackers identi The initial
potential targets that  compromise is usually
satisfy the mission of  in the form of hackers

The compromised
device is used as a
foothold into an

the attackers. They bypassing the organisation.
determine what perimeter defences  Typically, this involves
defences are in place  and gaining access to the attacker
and choose their most  the internal network dow ing and
suitable weapon e.g. through a
Zero-Day exploit, compromised system

or user account.

spear-phishing
campaign, or some
other.




MALWARE BYTES: A FREE SOFTWARE THAT FINDS AND DELETES MALWARE

www.malwarebytes.com
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https://www.bing.com/videos/search?q=malwarebytes&&view=detail&mid=FF7BB5AF471D3025FB20FF7BB5AF471D3025FB20&&FORM=VRDGAR&ru=%2Fvideos%2Fsearch%3Fq%3Dmalwarebytes%26FORM%3DHDRSC3

PASSWORD PROTECTION

Passwords are the keys to your advanced life. Ensure they are no less than 10
characters in length - including letters, numbers and images to make them harder to
break.

Try not to record passwords. Think about utilizing a solid secret phrase director.
Additionally utilize two-factor validation - either an actual security key or an
application conveying time sensitive one-time passwords, as Authy or Google
Authenticator.

Try not to impart passwords to companions. It's equivalent to giving them the keys to
your home or your vehicle - in addition to the ability to see all that you've done and
even imitate you on the web. For similar reasons, don't save usernames and passwords
on shared PCs, and consistently log out when you're done utilizing another person's
gadget.

One more key method for ensuring your information 1is to back it up consistently to an
outside hard drive or a distributed storage framework.



MOBILE SAFETY

The most 1ideal way
phrase on it and

bhone 1is to
you can

onally, set a secret
you truly do lose it.
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ton like a certifiz

will make applications that look a
ill take your own data.
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Incapacitate Bluetooth on you :
Particularly out in the open spd
taken. .

g a Bluetooth association.
red and having your information

/
Keep away from open public Wi-Fi organiza"o&_ feyp can without much of a stretch be entered by programmers -
or even set up and worked by 1information cri s - who can watch the traffic and see what you do on the web.
Consider utilizing a virtual private organization, which encodes all that your gadget sends.
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50 (IA[ M[DIA SAFETY

At the poi di n't i ith
individual h1 si

To ensure ion and d p i future
schools an r le o ni

humiliating p1ctures of yourself or some other sketchy material.

Know about cyberbull9es and online stalkers. Limit the amount you uncover
about your day by day schedules, propensities or ventures. Furthermore
assuming you at any point feel awkward or undermined by somebody on the web,

propptly, quit_spegkin ith at indjvidyal, and alagrm apahle wn-
sim Har Ftruct o 00 mini atH gR E
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HOW TO START A CAREER IN CYBER-SECURITY

1. Don’t specialize just in securi |
W 4 i -

2. Sometimes it’s who you know--so network

3. Notintechy tart by studying up on IT basaa

h S9N

4. Legitimize your skills by earnlng certifications

5. Show 1n1t1at1ve in your own time . l

6. Hone your data analysis skills
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CONCLUSTON -
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