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Tutorial: Flashing a BIOS or UEFI Safely
N

Flashing a BIOS or UEFI means updating the firmware stored on your motherboard so the
computer can improve hardware compatibility, security, and system stability. Because the
BIOS/UEFI controls startup and hardware communication, updating it must be done
carefully—an interrupted flash can make a computer unusable.

1. Understanding BIOS and UEFI

e BIOS stands for Basic Input/Output System
e UEFI stands for Unified Extensible Firmware Interface



Main Difference

e BIOS is the older firmware system.

e UEFI is the modern replacement with:
faster boot times

larger disk support

mouse support

secure boot features [}/
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Today, most computers use UEFI even though people still often say “BIOS update.”

2. Why Flash the BIOS/UEFI?

You may need to update firmware for:

Support for newer processors

Fixing hardware compatibility problems
Security vulnerability patches
Stability improvements

Fixing boot errors

Important:

If your computer works perfectly, flashing is often not necessary.

3. Risks of Flashing BIOS/UEFI

Possible risks include:

Power failure during flashing
Wrong firmware file installed
Corrupted USB media
System becomes unbootable

Safety Rule:

Always use reliable power or a UPS during the update



4. Identify Your Motherboard Information

Before downloading firmware:

Windows Method:

Open Command Prompt:
wmic baseboard get manufacturer,product
This displays:

e motherboard manufacturer
e motherboard model

Example output:

ASUSTeK COMPUTER INC. PRIME B550M-A

5. Download Correct Firmware

Go to the motherboard manufacturer website:
Examples:

ASUS

MSI

Gigabyte Technology
ASRock

Download:

o |atest BIOS/UEFI version
e update instructions
e checksum if available




6. Prepare USB Flash Drive

Use:

e 8GB or smaller USB preferred
e format as FAT32

Format USB in Windows:

format E: /FS:FAT32
(Replace E: with your USB drive letter.)

Copy firmware file to USB root folder.

7. Enter BIOS/UEFI Setup

Restart computer and press:

Delete
F2
F10
Esc

(depending on manufacturer)

8. Use Built-In Flash Utility

Most systems include built-in tools:

Common Flash Utilities

ASUS = EZ Flash

MSI = M-Flash
Gigabyte = Q-Flash
ASRock = Instant Flash



9. Start Flash Process

Inside BIOS/UEFI:

1. Select update utility
2. Choose USB drive
3. Select firmware file
4. Confirm update
Important:

Do not power off system during update

The process may take 3—10 minutes.

10. System Reboot After Flashing

After completion:

e system reboots automatically
e firmware resets settings

You may need to reconfigure:

boot order
virtualization

secure boot

XMP memory profile

11. Load Optimized Defaults

Inside BIOS/UEFI:
Choose:
Load Optimized Defaults

This ensures stable firmware settings.



12. Verify New Version

In Windows:
wmic bios get smbiosbiosversion

This shows installed version.

13. Recovery if Flash Fails |

Some boards support recovery:

e Dual BIOS
BIOS Flashback
e Recovery jumper

Modern boards from ASUS and MSI often allow USB recovery even without CPU.

14. Best Practices [/

Read manufacturer instructions carefully
Use exact motherboard firmware

Never interrupt update

Use stable electricity

Avoid flashing during storms

15. Example Full Process Summary

1. Identify motherboard
2. Download firmware
3. Format USB FAT32



Copy firmware
Enter BIOS
Open flash utility
Select file
Update

. Reboot

0. Verify version

2 0o N oA

16. Educational Note for IT Students @

In IT support, BIOS flashing is often performed when:

e upgrading CPUs
e fixing hardware incompatibility
e recovering unstable systems

Because your background includes cybersecurity and systems management, this also connects
to firmware security: outdated BIOS can contain exploitable vulnerabilities.

If you want, | can also expand this into:

"4 A paid training module

"4 A PowerPoint course

"4 A lab exercise with screenshots

("4 A tutorial for flashing BIOS on laptops vs desktops



	Tutorial: Flashing a BIOS or UEFI Safely 💻🔧⚠️ 
	1. Understanding BIOS and UEFI 
	Main Difference 

	2. Why Flash the BIOS/UEFI? 
	Important: 

	3. Risks of Flashing BIOS/UEFI ⚠️ 
	Safety Rule: 

	4. Identify Your Motherboard Information 
	Windows Method: 

	5. Download Correct Firmware 
	6. Prepare USB Flash Drive 
	Format USB in Windows: 

	7. Enter BIOS/UEFI Setup 
	8. Use Built-In Flash Utility 
	Common Flash Utilities 

	9. Start Flash Process 
	Important: 

	10. System Reboot After Flashing 
	11. Load Optimized Defaults 
	12. Verify New Version 
	13. Recovery if Flash Fails ⚠️ 
	14. Best Practices ✅ 
	15. Example Full Process Summary 
	16. Educational Note for IT Students 🎓 

