./ How to Encrypt a Thumb Drive
(Windows + Linux Guide)
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Encrypting a USB drive protects your data so it cannot be read if the drive is lost or stolen.

—

-+ Method 1: Windows (BitLocker)

"4 Requirements

e Windows 10/11 Pro, Enterprise, or Education
(BitLocker is not available on Home edition by default)

“. Steps



1. Plug in your USB drive

Insert the thumb drive into your computer.

2. Open BitLocker

e Right-click the USB drive in File Explorer
e Click “Turn on BitLocker”

3. Choose how to unlock
You'll see options like:

e Password (most common)
e Smart card (enterprise use)

Select Use a password to unlock the drive

4. Save your recovery key
BitLocker will give you a recovery key—choose one:

e Save to Microsoft account
e Save to a file (recommended backup)
e Printit

I\, Do NOT lose this key—you cannot recover encrypted data without it.

5. Choose encryption type

e Encrypt used space only (faster, good for new drives)
e Encrypt entire drive (more secure, recommended)

6. Start encryption

Click Start Encrypting and wait for completion.

v/ Done

Your USB drive is now encrypted with BitLocker.




M Method 2: Linux (LUKS Encryption)

Most Linux systems use LUKS (Linux Unified Key Setup) for encryption.

“, Option A: Using Disks GUI (Easiest)

1. Install GNOME Disks (if not installed)

sudo apt install gnome-disk-utility

2. Open Disks

Search for “Disks” in your applications.
3. Select your USB drive
Carefully choose the correct device.

4. Format with encryption

e Click the gear icon

e Choose Format Partition

e Select:
o Type: Encrypted, compatible with Linux systems (LUKS)
o File system: ext4 (common choice)

5. Set password

Choose a strong passphrase.

6. Confirm and format

This will erase all data on the drive.

v/ Done

The USB will now require a password every time it is mounted.



“, Option B: Terminal Method (Advanced)

1. Identify your USB drive
Isblk

2. Wipe the drive (WARNING: destroys data)

sudo wipefs -a /dev/sdX

3. Create encrypted partition
sudo cryptsetup luksFormat /dev/sdX

4. Open encrypted drive

sudo cryptsetup open /dev/sdX secureusb

5. Format it

sudo mkfs.ext4 /dev/mapper/secureusb

6. Mount it

sudo mount /dev/mapper/secureusb /mnt

=] Cross-Platform Option (Best for
Windows + Linux)

./ VeraCrypt
If you need a USB drive that works on both Windows and Linux:
Why VeraCrypt?
e Works on Windows, Linux, macOS

e Strong encryption (AES, Serpent, etc.)
e Portable encrypted containers or full drives

Basic steps:

1. Install VeraCrypt
2. Create an encrypted volume



3. Choose USB drive
Set password
5. Format and mount when needed

s

Best Practices

&

Always use a strong password (12—16+ characters)

Keep a backup of your recovery key

Don’t remove the drive during encryption

Avoid using encrypted drives on unknown or public computers
Safely eject before unplugging

. Summary

System Tool Encryption Type
Windows BitLocker Full-disk encryption
Linux LUKS Native disk encryption

Cross-platform VeraCrypt Portable encrypted volumes
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