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Tutorial: Using Al for Cybersecurity
Coding in Android Studio and Visual
Studio

Artificial intelligence (Al) can help cybersecurity developers write code faster, explain
programming concepts, identify bugs, and improve documentation. It is most effective when
used as an assistant—you should still review and test any code it produces.

Learning Objectives

By the end of this tutorial, you will be able to:

Understand how Al can assist with cybersecurity development.

Use Al to explain programming concepts.

Generate starter code for Android Studio and Visual Studio projects.
Debug and improve code with Al.



e Follow secure coding practices while using Al.

What You'll Need
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Ask Copilot: Type / for commands or # to reference code

o >

A Windows, macOS, or Linux computer

Android Studio (for Android apps)

Visual Studio (for Windows, .NET, or C++ development)

An Al assistant (such as ChatGPT or another coding assistant)
Basic knowledge of Java, Kotlin, C#, or C++

What Al Can Help With

Al is useful for many software development tasks, including:

Explaining code

Writing starter code
Suggesting improvements
Finding syntax errors

Creating user interfaces
Writing documentation
Explaining error messages
Generating unit tests
Refactoring code for readability
Brainstorming project ideas

For cybersecurity projects specifically, Al can also help explain secure coding practices,
authentication concepts, encryption APls, logging strategies, and common vulnerability patterns.



Always verify recommendations against trusted documentation and test them in your own

environment.

Using Al with Android Studio

Logcat

Huawei Nexus 6P Android 7.1.2, APl 25 ﬂ

07:
07:
07:
07:
07:
07:

= 04-18
m{] 04-18
¥ o04-18

04-18
T o418
3 04-18
_ 04-18
o5 04-18

12:
12:
12:
12:
12:
12:

27.590
27.590
27.827
27.827
27.827
27.916

07:12:27.917
07:12:27.917
07:12:28.098
07:12:28.121

Todo — MainActivity.kt [Tedo.app.main]

“, Build 3 Profile

9224-9395/com.example.android.displayingbitmaps
9224-9395/com.example.android.displayingbitmaps
9224-9229/com.example.android.displayingbitmaps
9224-9229/com.example.android.displayingbitmaps
9224-9229/com.example.android.displayingbitmaps
9224-9229/com.example.android.displayingbitmaps
9224-9229/com.example.android.displayingbitmaps
9224-9229/com.example.android.displayingbitmaps
9224-9224/com.example.android.displayingbitmaps
9224-9224/com.example.android.displayingbitmaps

o

I/0penGLRenderer:
D/OpenGLRenderer:

I/art:
I/art:
I/art:
I/art:
I/art:
I/art:
I/art:

Do partial
After code
Increasing
Do partial
After code
Increasing
Starting a

@ g
11 LF UTF-8

# L

com.example.android.displayingbitmaps (9224) ﬂex Show only selected application u

Initialized EGL, version 1.4

Swap behavior 1

code cache collection, code=29KB, data=28KB
cache collection, code=27KB, data=27KB
code cache capacity to 128KB

code cache collection, code=61KB, data=53KB
cache collection, code=61KB, data=53KB
code cache capacity to 256KB

blocking GC Explicit

I/art: Explicit concurrent mark sweep GC freed 1933(106KB)
AllocSpace objects, ©(@B) LOS objects, 40% free, 13YB/21MB, paused 333us total 22.30@ms

04-18 07:12:28.145 9224-9224/com.example.android.displayingbitmaps I/art: Explicit concurrent mark sweep GC freed 187(8KB)

i 04-18 07:12:28.123 9224-9224/com.example.android.displayingbitmaps I/art: Starting a blocking GC Explicit
#*

AllocSpace objects, 0(@B) LOS objects, 39% free, 13YB/21MB, paused 318us total 21.597ms

'ipv4:127.0.0.1:12389"': socket error: connection refused

o
e_
o?‘—ﬁ* il
o
i

'ipv4:127.0.0.1:12389': socket error: connection refused

04-18 07:12:28.377 9224-9388/com.example.android.displayingbitmaps E/GRPC: tcp_client_posix.c:173] failed to connect to

I 04-18 07:12:29.374 9224-9389/com.example.android.displayingbitmaps E/GRPC: tcp_client_posix.c:173] failed to connect to
2

04-18 07:12:30.375 9224-9389/com.example.android.displayingbitmaps E/GRPC: tcp_client_posix.c:173] failed to connect to
'ipv4:127.0.0.1:12389': socket error: connection refused

% 5: Debug

®TODO | &

= 6: Logeat Android Profiler Terminal = 0: Messages

Q Event Log [£] Gradle Console



Step 1: Create a Project

aobrwbd-~

Open Android Studio.
Select New Project.
Choose Empty Activity.
Name your project.

Click Finish.

Step 2: Ask Al for Help

Examples of productive prompts include:

"Explain this Kotlin function."

"Help me understand why this Android activity crashes."
"Show me how to use Room for local data storage."
"Suggest secure input validation for this form."

Step 3: Add the Code

Review the Al-generated code before pasting it into your project.

Then:

Copy the relevant sections.
Paste them into the correct file.
Resolve any compile errors.
Build and run the project.

Step 4: Fix Errors

If Android Studio reports an error:

abrwbd-~

Read the message.

Copy the error text (or summarize it).
Ask Al what it means.

Apply the suggested fix if it makes sense.
Test again.




Using Al with Visual Studio
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Step 1: Create a Project
Open Visual Studio.
Examples:

Console Application
Windows Forms App
WPF App

ASP.NET project

Step 2: Ask Al Questions

Examples:
e "Explain this C# class."
e "How can | improve error handling here?"
e "Help me understand asynchronous programming."
e "Generate XML documentation comments for this class."

Step 3: Test the Code

After adding Al-generated code:

Build the project.

Fix warnings and errors.

Run the debugger.

Verify that the program behaves as expected.

Al Prompts for Cybersecurity Learning

Examples of safe, educational prompts:

"Explain how password hashing works."

"Show an example of validating user input.”

"Explain common web security vulnerabilities."

"How can | securely store API keys in an Android app?"
"Explain how HTTPS protects network traffic."



e "What are common secure coding practices for mobile apps?"

These kinds of prompts help you learn concepts and improve the security of software you're
building.

Review Al Output Carefully

Before using any generated code:

Read it line by line.

Make sure you understand what it does.

Test edge cases and error handling.

Remove unused code.

Check for hardcoded secrets (passwords, APl keys, tokens).
Compare important security guidance with official documentation.

Secure Coding Checklist

When writing cybersecurity-related software:

Validate all user input.

Handle errors safely.

Protect sensitive information.

Use encryption through well-established libraries and platform APIs.
Apply the principle of least privilege.

Keep dependencies updated.

Review permissions requested by your application.

Test your code thoroughly.

Troubleshooting

Problem Suggested Approach



Al-generated code does not  Read the compiler errors, correct imports or syntax, and verify

compile that the code matches your project's language and framework
version.
The app crashes Use the debugger or Android Studio Logcat to identify the

exception before making changes.

The code seems overly Ask Al to simplify it and explain each section.
complex

Security advice conflicts with  Follow the official documentation for your language,
documentation framework, or platform.

Best Practices

Use Al to learn, not just to copy code.

Keep your IDE, SDKs, and dependencies up to date.

Test every change before sharing or deploying your software.

Use version control so you can track changes and revert mistakes.

Never paste confidential source code or secrets into an Al service unless you are
authorized to do so and it complies with your organization's policies.

Summary

Al can be a valuable coding assistant for Android Studio and Visual Studio by helping explain
concepts, generate starter code, improve documentation, and troubleshoot problems.
Combining Al assistance with careful code review, testing, and secure coding practices leads to
higher-quality and more secure software.
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