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Introduction 
Wireshark is a free, open-source network protocol analyzer used by network administrators, 
cybersecurity professionals, students, and home users to monitor, troubleshoot, and secure 
network communications. It allows you to capture network packets and inspect the data 
traveling between devices on your network. 

This tutorial teaches you how to: 

●​ Install Wireshark 
●​ Capture network traffic safely 
●​ Analyze common protocols 
●​ Identify suspicious network activity 
●​ Improve the security of your home network 

Difficulty: Beginner to Intermediate 

Estimated Time: 45–60 minutes 

 

Learning Objectives 
After completing this tutorial, you will be able to: 

●​ Install Wireshark 



●​ Capture packets on your home network 
●​ Filter captured traffic 
●​ Identify insecure protocols 
●​ Detect unusual devices or communications 
●​ Apply security improvements to your home network 

 

What You'll Need 
Hardware 

●​ Desktop or Laptop 
●​ Home Wi-Fi Router 
●​ Internet Connection 

Software 

●​ Wireshark (Latest Version) 
●​ Windows, Linux, or macOS 

 

Step 1: Download and Install Wireshark 



 



 



 
1.​ Visit the official Wireshark website. 
2.​ Download the version for your operating system. 
3.​ Run the installer. 
4.​ Install Npcap when prompted. 
5.​ Restart your computer if requested. 

 

Step 2: Open Wireshark 
When Wireshark starts you'll see a list of available network interfaces. 

Examples include: 

●​ Ethernet 
●​ Wi-Fi 
●​ VPN Adapter 
●​ Loopback Interface 

The interface with the moving graph is usually your active connection. 

 



Step 3: Start Capturing Traffic 

 



 

 



 
1.​ Double-click your active network adapter. 
2.​ Packet capture begins immediately. 
3.​ Browse a few websites or stream a short video. 
4.​ Watch packets appear in real time. 

You'll quickly see thousands of packets. 

 

Understanding the Packet Window 
Each packet contains: 

Column Description 

Number Packet sequence 

Time Capture time 

Source Sending device 

Destination Receiving device 



Protocol Network protocol 

Length Packet size 

Info Packet summary 

 

Step 4: Stop Capturing 
Click the red Stop button. 

You now have a snapshot of your network traffic for analysis. 

 

Step 5: Save Your Capture 
Select: 

File → Save As 

Save using the .pcapng format. 

Example: 

HomeNetworkTest.pcapng 
 

 

Step 6: Use Display Filters 
One of Wireshark's most useful features is filtering. 

Examples: 

Show only HTTP 
http 
 

 



Show only HTTPS 
tls 
 

 

Show only DNS 
dns 
 

 

Show only TCP 
tcp 
 

 

Show only UDP 
udp 
 

 

Show ICMP (Ping) 
icmp 
 

 

Show Traffic from One Device 
ip.addr == 192.168.1.15 
 

Replace the IP address with your own device. 

 

Step 7: Identify Devices on Your Network 
Look at: 

●​ Source IP 
●​ Destination IP 

Common home addresses include: 



192.168.x.x 
 
10.x.x.x 
 
172.16.x.x 
 

Unknown addresses may indicate: 

●​ Guest devices 
●​ Smart TVs 
●​ IoT devices 
●​ Security cameras 
●​ Printers 

If you find an unknown device: 

●​ Check your router's device list 
●​ Change your Wi-Fi password if needed 
●​ Disable WPS 
●​ Update router firmware 

 

Step 8: Analyze DNS Requests 



 



 



 



 
Filter: 

dns 
 

You can see: 

●​ Websites visited 
●​ Domain lookups 
●​ DNS servers 

Watch for: 

●​ Unknown domains 
●​ Excessive DNS requests 
●​ Suspicious country domains 

 



Step 9: Look for Unencrypted Traffic 
Filter: 

http 
 

If you see usernames or passwords sent in plain text, those services are insecure. 

Prefer websites using HTTPS (encrypted with TLS). 

 

Step 10: Check for Malware Indicators 
Signs include: 

●​ Thousands of repeated connections 
●​ Continuous DNS requests 
●​ Connections to unfamiliar countries 
●​ Large outbound uploads 
●​ Strange port numbers 

Useful filters: 

tcp.flags.syn==1 
 
tcp.analysis.retransmission 
 
dns 
 

 

Step 11: View Protocol Statistics 
Go to: 

Statistics 
    → 
Protocol Hierarchy 
 



This report shows: 

●​ HTTP 
●​ HTTPS 
●​ DNS 
●​ TCP 
●​ UDP 
●​ IPv4 
●​ IPv6 

A high percentage of encrypted (TLS/HTTPS) traffic is generally a good sign. 

 

Step 12: Find the Most Active Devices 
Go to: 

Statistics 
 
→ 
 
Endpoints 
 

This window shows: 

●​ IP addresses 
●​ MAC addresses 
●​ Packets sent 
●​ Bytes transferred 

Look for devices transferring unusually large amounts of data. 

 

Step 13: View Conversations 
Select: 

Statistics 
 
→ 



 
Conversations 
 

You'll see: 

●​ Which devices are communicating 
●​ Data transferred 
●​ Ports used 
●​ Protocols 

This helps identify devices making unexpected external connections. 

 

Step 14: Secure Your Home Network 
After analyzing your traffic: 

Enable WPA3 (or WPA2 if WPA3 is unavailable) 

Use strong Wi-Fi encryption. 

 

Disable WPS 

WPS can be vulnerable to brute-force attacks. 

 

Update Router Firmware 

Install security updates regularly. 

 

Use Strong Passwords 

Choose long, unique passwords for: 

●​ Router administration 
●​ Wi-Fi network 
●​ Connected devices 



 

Enable Automatic Updates 

Keep operating systems and applications current. 

 

Remove Unknown Devices 

Disconnect and investigate unfamiliar devices connected to your network. 

 

Use a Firewall 

Ensure your router's firewall is enabled. 

 

Enable DNS Filtering (Optional) 

Consider family-safe or security-focused DNS providers to block known malicious domains. 

 

Practice Exercise 
1.​ Start a packet capture. 
2.​ Visit five websites. 
3.​ Stop the capture. 
4.​ Filter for: 

dns 
 

5.​ Identify each website lookup. 
6.​ Filter: 

tls 
 

7.​ Confirm that most browsing traffic is encrypted. 
8.​ Open Statistics → Endpoints and identify your devices. 



9.​ Save the capture. 

 

Common Wireshark Filters 
Purpose Filter 

HTTP http 

HTTPS/TLS tls 

DNS dns 

TCP tcp 

UDP udp 

ICMP icmp 

ARP arp 

DHCP bootp 

IPv4 ip 

IPv6 ipv6 

One IP Address ip.addr == 
192.168.1.10 

One TCP Port tcp.port == 443 

One UDP Port udp.port == 53 

 

Troubleshooting 
Problem Solution 

No packets captured Verify you selected the correct interface. 



No web traffic visible Ensure you're capturing on the active network adapter. 

Interface missing Reinstall or repair Npcap. 

Capture too large Stop the capture sooner or apply capture filters. 

Only encrypted traffic appears This is normal on modern websites using HTTPS. 

 

Best Practices 
●​ Capture only traffic from networks you own or are authorized to analyze. 
●​ Avoid capturing sensitive information longer than necessary. 
●​ Save capture files securely and delete them when no longer needed. 
●​ Keep Wireshark updated to benefit from the latest protocol support and security fixes. 

 

Summary 
Wireshark is a powerful tool for understanding and improving the security of your home network. 
By learning to capture packets, apply filters, inspect protocols, and review endpoint and 
conversation statistics, you can identify misconfigurations, spot unusual activity, and verify that 
most of your network traffic is encrypted. 

With regular monitoring and good security practices—such as using WPA3, disabling WPS, 
updating router firmware, and keeping your devices patched—you can significantly reduce the 
risk of unauthorized access and network-based attacks. 
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