Kali Linux, Metasploit, and Splunk Tutorial
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This cyber-security tutorial will help you understand how Kali Linux, Metasploit, and
Splunk, fit into the Computer Science, Information Technology, and Cyber-Security industry.

Cybersecurity has two main teams of professionals:
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_: involves penetration tests, and testing systems by trying to destroy them and



Defensive security

CYBERSECURITY BLUE TEAM: DEFEND | DETECT | RESPOND | RECOVER
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: monitors information infrastructures to detect and stop threats.
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OPERATING SYSTEMS

THE SOFTWARE THAT POWERS EVERYTHING ——

WHAT IS AN OPERATING SYSTEM?

An operating system (08
system software that manages
computer hardware and
software resources and
provides common service:
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Kali is a no cost, cyber security operating system, built on Linux foundations that focuses

on cyber-security offensive and defensive procedures. Kali is very different from windows or

Max OS, Kali specializes in cyber-security and is pre-packaged with hundreds of cybersecurity

industry tools used to audit networks, assess wireless security, and scan for software glitches,

bugs, and malware.
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— FOR CYBER-SECURITY —

Penetration testing tools help security professionals find vulnerabilities,
exploit weaknesses, and strengthen defenses before attackers do.

The most widely used penetration testing framework.
Used for exploit development, payloads, and
vulnerability validation.

KALI L

A powerful Linux distribution with hundreds of
pre-installed security tools for penetration testers
and ethical hackers.

) Network scanning and discovery tool. Used to
discover hosts, services, open ports, and network
vulnerabilities.

BEEF (THE BROWSER EXPLOITATION FRAMEWORK)
Focuses on web browser vulnerabilities. Allows testers
to hook browsers and execute commands.

E IITE

Web application security testing tool. Intercept, analyze,
and manipulate HTTP/S traffic with powerful plugins
and scanner.

Extracts plaintext passwords, hashes, PINs, and
Kerberos tickets from memory. Great for post-
exploitation.

WIRESHA
Network protocol analyzer. Capture and interactively
browse the traffic running on a network.

JOHN THE RIPPER

Password cracking tool. Supports many hash types
and is ideal for finding weak passwords.

Automates SQL injection detection and exploitation.
Takes over database servers and extracts data.

HASHCAT

Advanced password recovery tool. Extremely fast
and supports GPU acceleration.

These tools are for authorized Always get proper permission | The goal is to find vulnerabilities

Stronger testing today,
testing and educational use only. before testing any system g and make systems more secure.

safer world tomorrow.

FIND. EXPLOIT. FIX. e‘ SECURE THE FUTURE

Offensive Tool:

Metasploit: This tool is an automation framework that exists inside Kali Linux.
Metasploit has a huge database of software glitches or vulnerabilities and exploits like malicious
scripts that permits cyber-security professionals to safely assess if a target computer can be

illegally accessed or broken into.
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® Advanced threat detection

@ Al-powered analytics

@ Flexible deployment
(On-prem, Cloud, Hybrid)
Strong compliance support

. TOP SIEM TOOLS

IN CYBER-SECURITY

SIEM (Security Information and Event Management) tools help organizations
collect, analyze, and correlate security data in real-time to detect

splunk>

Real-time data analysis
Powerful search & reporting
Extensive integrations
User-friendly dashboards
Scalable and flexible

and respond to threats.

B Microsoft
Sentinel
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InsightIDR

® Cloud-native SIEM

@ Built-in Al & UEBA

® Seamless Microsoft
ecosystem integration

® Automated threat response

e Behavioral analytics (UEBA)

@ Threat hunting

® Incident response automation
e Reduces alert fatigue

® Cloud-native platform

® Real-time detection & response
@ User & entity behavior analytics
® Built-in threat intelligence

* Easy to deploy and use

» Strong SOAR integration
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Next-Gen SIEM

ManageEngin’é\

EventLog Analyzer

@ Al-driven analytics

@ Network threat detection

® Automated response

® Scalable architecture

@ Robust compliance reporting

© Real-time threat detection
@ Tight integration with
Fortinet security fabric
© Automated incident response
@ Scalable and high performance

® Open source SIEM

® Threat detection & monitoring
® Asset discovery

® Intrusion detection

@ Cost-effective solution

(6\7 SIEM tools are essential for modern organizations to maintain visibility,
\&/ ensure compliance, and strengthen their security posture.

Defensive Tool:

Splunk:

COLLECT

® Next-gen UEBA

@ Cloud-native platform

® Advanced threat detection
® High scalability

@ Low noise, high accuracy

ANALYZE

DETECT

® Real-time log analysis

e Compliance reporting

® Threat detection

o Affordable and easy to use
@ Wide range of integrations

RESPOND

Splunk is a data analytics and monitoring platform that acts like a digital security

surveillance camera for a company’s information technology infrastructure, it collects

background files from all computers, servers, and the fire wall. This tool helps cyber-security

defense teams to parse through millions of data areas of a network to find network exploiters in

real time.

How to Download and Configure these

Cyber-security Tools Safely:



The healthiest industry standard or best practices for setting up these
cyber-security tools is to learn these tools at home within an isolated virtual machine
environment. Implementing these tools inside a virtual machine (VM) makes sure that
your assets and computers remain completely hazard free and not put in danger by your

testing in this tutorial.

Step 1 . Installation of the virtual environment

To operate virtually on computers inside your current operating system, you will
need hypervisor software. A free hypervisor software is “virtual box”.
1. Login to your computer and go to the website virtualbox.org
2. Download the installer package that matches your current operating
system. For example Windows, Linux, Chrome, and Mac OS.
3. Run the installer for Virtual Box and complete the default prompt to set up

configuration.
Step 2: Download and Activate Kali Linux (includes Metasploit in the OS download)
Metasploit comes pre-installed inside Kali Linux.

1. Go to official website kali.org and click on “Get Kali”

2. Select the option to use “virtual machines.”


http://virtualbox.org
http://kali.org

3. Download the pre-built image, specifically for “Virtual Box” (this will cause the

download of a “.7z” or “.ova” file).

Open Virtual Box, click on “File Z import Appliance”, select the downloaded Kali
file, and click import.

Once the file is imported, next you need to click the green “start” arrow. The
default login username is “kali” named after the operating system and the
password is also “kali”. In order to open and implement Metasploit inside the Kali
Linux Operating system you need to open a terminal window and type the

following command “sudo msfconsole.”

Step 3: Downloading and installing Splunk

To exercise detecting network activities, you need to install Splunk on a different

test virtual machine or you can use Splunk on your main computer to analyze your lab

data.

1. Go to the Splunk website Splunk.com

2. Click free Splunk or Sign up to create a free Splunk account.

3. Move through the products webpage and download Splunk Enterprise
(Use the free trial version for your operating system such as Windows
“.msi” or Linux “.deb”)

4. Run the Splunk installation tool, it will ask you to create an administrator
“username” and “password” for your Splunk dashboard.

5. When Splunk is installed, open your web browser and go to the web

address: http://localhost:8000 to login and view the defense dashboard.



http://splunk.com
http://localhost:8000

QU ESTIONS"

I’'m here to help! Feel free to reach out
with any questions or comments.

> 3854545253 ) <

For questions email:
admin@computerliteracytutorials.com

Thank you for being a part of

COMPUTER LITERACY TU
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